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ARTICLE INFO ABSTRACT
Article history: The application of evolutionary algorithms to congiignal problems is very prevale
Received 04 December 2015 nowadays because of the way the algorithm is abéelapt to the problem and prov
Accepted 22 January 2016 a suitable solution with ease. In this paper, weppse the use of Binary Parti
Available online 14 February 2016 Swarm Optimization (BPSO) technique for detectiéplishing URLs. Compared

the existing algorithms used in the literature, coelld obtain an improvement in t
Keywords: accuracy and lesser false positive rate. A datafs20,000 URLs was constituted &
Particle swarm optimization; an acuracy of 98.7% was achieved by using this metBydapplying, evolutionar
phishing; classifcation; attack techniques to computational problems, we inferteat they solve the problems w
detection. better accuracy.

INTRODUCTION

Particle Swarm Optimization (PSO) technique beltmglass of evolutionary computing algorithms wh
try to study the natural scenarios and adapt tleesolve various computational proble(Tiago Sousa, 2004)
PSO deals with the movement of swarm ards, typically in search of the nearest source amdf In
computational intelligence terminology, this woutdnslate to selecting the best solution from amilable se
of solutions. Another well known evolutionary contipg algorithm is Genetic Algcthm (GA) (Tiago Sousa,
2004). There are many common terminologies in PSO andildA population, and fitness value. Populatio
the set of all possible solutions to a problem. Ghal is to select the most valid solution for greblem from
the popuhtion. Each candidate is called a particle in P&@ itthas a fitness value which is calculated by
fitness function. Each particle in PSO has to keapk of two values, pbest(personal best) and t(idebal
best). Pbest is the highest value ofess function achieved by a particular particle tigtmut, i.e. it is thi
personal best of particle. Gbest (global besthéshighest fitness value of any particle in theghborhood. Thi
final goal of the system is to accelerate parttoléowards th pbest and gbest values through each itera
PSO is used for solving computational problems bsedt can easily adapt to the problem space ange
faster towards the solution.

In this paper, we propose the usage of PSO forctleteof phishing UILs. The impersonation of a genui
website by a hacker, to trick an innocent end tserlick on the given URL is termed phishing. Thim af
phishing is to spread malware in to the end usever& or perform a fraud by stealing the end usedentials
The rate at which phishing URLs are being generastathrming and it is not possible for the endrsise detec
phishing URLs and fake sites without proper detectnechanism in place. A dataset containing a tof:
10,000 phishing and fake URLs iuilt by collecting the URLs from public URL reposites. The differen
features in the dataset have been selected basearions lexical, network, DNS and URL based feaduAs
all the features in the dataset are binary, weogdinary PSO, which ia variant of the PSO, used when
attributes to be dealt with are bine
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In section 2, a detailed literature survey of thigerent papers in phishing URL detection and akbe
application of PSO to the web attack detection donaaie discussed. In section 3, proposed work &ed t
system architecture are dealt with in detail. Secti presents the results and discussions of tioped system
and section talks about the conclusion.

Literature Survey:
Phishing URL detection:

First, the different methodologies used for pmghURL detection are discussed. Zhuah@l propose a
detection mechanism (Weiwei Zhuang, 2012) wheresagemble of different classification algorithms and
finally a clustering algorithm is used to detectishing URLs. They have analyzed the phishing wéb si
features and extracted the features to generate dia dataset. Hybrid methodologies like usingunalt
language processing techniques are also beingalsed with the classification algorithms. This daseen in
(Ramanathan, V., H. Wechsler, 2012) that Latenicbliet allocation is used for featuracting features from
phishing website and adaboost is used for perfagrolassification. Using heuristics, features in UL are
extracted in (Luong Anh Tuan Nguyen, 2013) andsifization is performed. Detection of phishing wetes is
done not only by extracting the lexical and heigif#atures of the URL but also by employing ottemhniques
like image analysis (Ee Hung Chang, 2013). In piaiger, any image of the website is taken and the part of
the image is segment and compared with the logtefwebsite present in the Google image databdss. T
comparison yields the result of whether the web isitgenuine or phishing. Other than using datangibased
techniques, Huangt al (2014) have opposed extracting of the featureghighing URLs and using a greedy
selection based algorithm for phishing URL detettidnother methodology to detect phishing websites
proposed in (Choon Lin Tan, 2014) is a brand naaset weighing system where the domain names priesent
the website are analyzed and compared with DNSséovdetect the authenticity of the website. Thislping
URLs are also classified based on their lexical host based features and their URL ranking (Mohadhme
Nazim Feroz, Susan Mengel, 2015). The detectiophaghing URLs has also been done using the hostdbas
network, URL and lexical features (Pradeepthi, KA. Kannan, 2014).

Application of PSO techniquesin attack detection domain:

Since PSO technique is a relatively new concdyat literature in attack detection domain is limitdthe
competitive nature of PSO in comparison with thesting data mining techniques is discussed in aréed
set of problems to which PSO can be applied anditreeconvening results has been dealt with in Bko, I.,
2007).

With all these points in mind, we propose a pmghURL detection mechanism using Particle Swarm
Optimization with an aim to achieve high detectiate.

Proposed System:
Dataset Generation:

The dataset for the proposed system is collectmnl public repository DMOZ (...., 2014), which has a
large collection of genuine URLs from different daims, manually tested by volunteers. The phishif)-&J
are collected from the PHISHTANK, which is a cotlea of phishing URLs. A total of 10,000 URLs are
collected, of which 6000 are genuine and 4000 ake.fThere are a total of 27 features which betongrious
categorized, like lexical, domain based (colledtech DNS server), network based and URL featuretas

System Architecture:

The architecture of the proposed system is shawrigure 1.The generated dataset is first passeketo
pre-processing module, where the different feataresdentified and the missing values are handled.

Then the classification of the URLs is done byhgdPSO approach for training artificial neural nesths.
Based on the output got after optimization, thaulissare sent to the decision module which perfothes
necessary action for the result received baseti®nules detailed out in the rule base. The outptie system
is then sent out to the user interface through wttie user comes to know about it.

PSO Methodology for Phishing URL Detection:

The PSO algorithm is the new branch of evolutignalgorithm which is being for solving certain
computational; problems with ease. It differs fr@A because it does not have any operators likescowsr
and mutation and hence is simpler to implementewatute. It is based on the synergy of a grouprd&ior
school of fish evading a predator of in searchoaidf Based on the pbest and gbest values of thielpsy the
full group of particles called swarm travels withrelocity towards the optimal solution.

PSO is used for solving computational problemsabee it can easily adapt to the problem space aveé m
faster towards the solution.

A fitness function is considered such that
R™ > R Q)
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This fitness function is used to measure the qualitthe solution [13]. Each candidate particlesésd to
exist randomly in a hyper plane, with positionwhere

Fig. 1:Proposed system architect.

X € R™ (2)
The velocity of the particle is given |
v; ER" 3)

The other values that are consideredx;,,; which is the changed position of the particle ie thext
iteration in its attempt to travel towards pbedt gbest, similarly;,, is thechanged velocity of the particle
the next iteration in its attempt to travel towamisest and gbesv,,. is the velocity based on pbest ¢
Vgpest IS the velocity based on pbest. The FigL gives an illustration of how the particle traverseshe hype
plane from the current location to a new locatitwser to the possible solution based on pbest bedtyalue:

Fig. 2: Searching for the most optimal solution using t&®Ralgorithn.

The value of the velocity of the particle in thexnsubsequent iteration to move it towards the bekition
is modelled mathematically as given in Equatic
vt = wolf + ¢yrand, (.)x(pbest; — sf) + c,rand, (... )x(gbest; — sf) (4)

Here w is the weight, ci is thweighting factor and rané random number between 0 and 1 whic
uniformly distributed.

The value of the weight w is calculated
W = Winitial — |(Winitiar — Wrina)i]/max (i) 5)

Wherew;,;¢iq; is the initial weight wy;,,, is the final weight anehax(i) is the maximum iteration numb
possible.

The position of the particle in the next iteratisrcalculated using
X = sk + vkt (6)
Based on the pbest and gbest values of the pattitie full group of particles called swarm travwith a
velocity towards the optimal solution. In the prepd methodology, PSO technique is used in traiaitificial
neural networks using matlab.

In our methodology, we used PSO technique for lagrim training artificial neural networks using tiab.
Each particle is an instance in the dataset andahe of each particle is binary. The number gfitdiin the
binary particle value is equal to the number ofdfezs and each digit represents to binary featahaev
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The algorithm for PSO is given here.
1: initialize the particles(forming of the binarigds)
2: calculate the fitness function
3: if fitness value > pbest
then
4:  assign pbest=fitness value
5: if p(i) = max(pbest)
then
6: max(pbest) = gbest
7: calculate velocity of each particle
8: use velocity value to update particle value
9: if target reached Stop
else
10: Repeat Step

Vital parameter to be determined for this problisnthe fitness function for evaluation. It is debémed
based on the miscalculation rate of the artifinliral network system.

RESULTS AND DISCUSSION
The dataset of 10,000 URLs is split into 5 paded experiment 1 to experiment 5. The first s&t BOO

URLs of which 100 are genuine and 100 are fake. S8wond set has 200 each, the third has 500 eaatth f
has 1000 each and the last set has 6000 genuiné@fdake URLSs.

Table 1: Comparison with Existing Classification Techniques.

Algorithm Accuracy (% False Positive Re
Naive Baye 88.5¢ 0.€
K-Nearest Neighbo! 89.£ 0.t
ID Tree 92.2 0.4
SVM 91.f 0.5¢
PSO based Syst¢ 98.7 0.21

Table 1, compares the accuracy and false pogititee of the different existing classification teirjues
with the proposed PSO based classification. Weatzerve that there is an increase in the accurhtlyeo
proposed system. Another important observatiohas the false positive rate of the proposed sysseiow. In
the attack detection domain, the FP rate of a syglays an important role because; the malicious Wiould
never be classified as a genuine one. The FP fake aifferent experimental sets is compared guFé 3 and
we can see that as the dataset size increasesysten perform better. The same applies to thegwecand
recall values shown in Figure2.

Precision and Recall Analysis
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Fig. 3: Graph showing the precision and recall values.
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Fig. 4: Graph showing the false positive rate.
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Conclusion:

Though the evolutionary algorithms like PSO aren@peextensively used for solving computational
problems, there are not many instances where theysed for solving classification problems. It dam
observed from our results that they are able te &idhe training of neural networks and incredmse dystem
accuracy while giving lower false positive ratetlire compelling field of phishing URL detection. Theure
enhancement of this paper is to apply PSO along ettier classification techniques and analyze ¢kalts.
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